An toan va Bao mat hé thdong

Huéng dén sir dung va trién khai Trang Web
123Certificate.com
(Chiwre nang Certificate Authority)

I. Giéi thiéu chung:

Trong thoi dai bung nd cac dich vu trén internet nhu hién nay, cac td chuc tai
chinh , ngan hang ngay cang cung cp da dang cac san pham, dich vu tryc tuyén cta
minh t&1 dong ddo khach hang qua mang internet. Tuy vay, bén canh nhiing loi ich
ma cac dich vu tryc tuyén dem lai, cac to chirc tai chinh , chinh phu, doanh nghiép
va cac ca nhan doi hoi khong nhimng phai bao vé toan ven thong tin luu chuyén trén
Internet ma con phai cho ho cam giac tin cdy giéng nhu khi giao dich trén gidy to.

Trude khi giao pho cac giao dich nhay cdm cua minh cho internet, nguoi su
dung doi héi mtrc an toan dédc biét. Ho mudn réng giao dich di¢n tir phdi déng tin cay
va phai dugc bao vé chong xem trom. Ho mudn duoc bao dam rang khong ai co thé
pht nhan hanh vi lién quan ctia minh trong giao dich khi c6 su ¢6 say ra.

Dua trén cach sur dung cua chia khoa cong cong va chit ky dién tr , mot chia
khoa cong cong 1a bd khung cac chinh sach, dich vu va phan mém ma hoa, dap tng
nhu cau bao mét cia nguoi st dung khi goi di nhitng thong tin quan trong qua
internet va cac mang khac.

Chia khoa cong cong bao dam do tin cdy d6i voi cac thong tin hodc thong
diép quan trong béng cach su dung céac thuat toan, hay con goi la chia khoa, dé ma
hoa dir liéu va mot chia khoa dé giai ma chang. Trong dich vu chia khoa mat ma
cong cong, ngudi sir dung nhan duge phan mém ma hoa dic biét va mot cip chia
khoa. Trong d6 c6 mot chia khoa 1a khoa cong cong(public key) dé co thé sir dung
dich vu, chia khda con lai 1a chia khoa c4 nhan(private key) ma nguoi dung phéi gitr
bi mat.

Hai chia khoa nay c6 moi lién hé mat thiét vdi nhau, sao cho mot thong di€p
dugc ma hoéa bdi mot chia khoda cong cong thi chi gidi ma dugce boi chia khoa cé
nhan tuong ung.

T6 chtic ching nhan khoa cong CA 1a mot thanh phan chinh ciia PKI. N6 1a
mot to chirc thir ba dang tin cdy chiu trach nhiém phéat hanh gidy ching nhan k§
thuat s6 va quan 1y chung trong thdi han c6 hiéu lyc. Ching nhan ky thuat sé 1a
nhing tap tin dién tir chira cac chia khoa mat ma coéng cong va cac thong tin nhén
dang dic biét vé nguoi st dung. Cac ching nhan nay c6 “dan tem” xac nhan Va
khong thé 1am gia dugce. Cling gidng nhu viéc phat hanh ho chiéu, to chue cap gidy
chtng nhan x4c nhan rang ca nhan duoc cip gidy ching nhan ky thuat sé 1a nguoi
dap tng du diéu kién.
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Chir ky dién tir 4 mot xac minh dién tir ngang bang voi mot chir ky truyén
thong trén gidy. tirc 1a c6 gia tri duy nhat, c6 thé kiém chimg dugc va chi nguoi ky
méi ¢6 thé tao ra no. Thong di¢p hay tai li€u du da dugc ma hoa hay chua, hé ¢6 chi
ky dién tu thi cling ddm bao dugc rang thong tin d6 khong bi xam pham trong qua
trinh luu chuyén.

Cac chinh phu, doanh nghi€p, c4 nhan héi nhép vao cudc cach mang s6 hoa
déu s& dung chimg nhén ky thuét s6. Khi phat hanh mot s6 luong 16n gidy ching
nhan nhu vay thi can thi can phai dé ra bién phap quan 1y viéc sir dung. Quan ly giay
chtng nhan 13 cong viée lau dai cua td chirc cip gidy ching nhan PKIL Trén khap thé
gidi, cac cong ty 16n va nhoé déu dau tu cho co sé ha tang chia khoa cong cong nhur 1a
mot gidi phap hitu hi€u cho sang tao tap trung, phan phéi, quan ly, chimg nhéan cai
tién va d6i méi.

CA(Certificate Authority) : 1a tir dung dé néi vé mét t6 chirc dugc tin nhiém
deé cap giay chirng nhan khoa cong (certificate) cho nhitng ¢4 nhan va t6 chire khac.

Viéc kiém tra gidy chimg nhan khoa cong gdm cac budc sau day:
1. Xem certificate nay duoc ai ky, to chirc ky certificate d6 cdo dang
tin cay hay khong?
2. Xem certificate nay con han stir dung khong?
3. Xem certificate nay c6 bi vo hi¢u hoa chua?
4. ...
Il.  Diéu kién tién quyét dé trién khai trang web 123Certificate.com:
Pé thyc hién lab nay ban phai cai dit va cai dit ddy da nhitng phan mém sau:
¢ JDK 1.6
e Tomcat 6.0
e Eclipse
e Axis2-1.5.1
I1l.  Hwéng din cai dit trién khai.
Pau tién ban phai cai dat Apache2, JDK 1.6 Tomcat 6.0, eclipse, axis2-
1.5.1 huéng dan cai dit nhimg tai liu ndy cic ban tham khao & document
HuongDanTrienKhaiTrang webCA.doc.
Download Tomcat 6.0.20 tir dia chi http://tomcat.apache.org.



HuongDanTrienKhaiTrang%20webCA.doc
http://tomcat.apache.org/
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1. Pay la trang chi cua 123certificate.com.
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2. Download tool tao cap key va chir ky dién tir.
Ban dang nhép vao dia chi:
Trinh duyét s€ hién thi man hinh sau day:
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Click vao download dé download tool vé.
http://localhost:8080/WebCA 12 10 2010/Redirect?page=form_DownloadTool.jsp

3. Pé diang ky mot tai khoan trén certificate.com ban ding nhip vao dia chi:
http://localhost:8080/WebCA 12 10_2010/Redirect?page=form_register.jsp, dién tén cling
nhu thong tin ca nhan dé khai tao.

Luu ¥: ban phai dién vao ddy dii cac truong trong form dang ky. Va username
phai chua ton tai trong co s& dir liu.
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Sau do click vao Toi dong y dé dang nhap. Né}l dang nhap thanh cong man hinh
s€ hién thi thong bao thanh cong. Click dé trg vé trang chu.

4. Tao certificate: )
Chtrc nang nay chi dugc thuc hién khi ban da login thanh cong vao hé¢ thong.


http://localhost:8080/WebCA_12_10_2010/Redirect?page=form_DownloadTool.jsp
http://localhost:8080/WebCA_12_10_2010/Redirect?page=form_register.jsp
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Ban dang nhép vao dia chi:
http://localhost:8080/WebCA 12 10 2010/Redirect?page=form create cert.jsp.
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Nuwérc cla ban:

Click vao day dé submit B
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Dién diy du thong tin tén , don vi t6 chirc, thanh phd, hodc tinh, nude sau d6
click vao button submit.

- Céc trudong nhap khong ding dinh dang. Hé thdng s& yéu cau ban nhép lai .

- Céc trudong nhap dang dinh dang. Hé thdng s& hién thi thong tin certificate ctia
ban sép duoc tao. Yéu cu ban upload public key dé tao certificate.
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- Ban ddng y click button submit . Hé théng s& thuc hién qua trinh upload public
key va tao certificate.


http://localhost:8080/WebCA_12_10_2010/Redirect?page=form_create_cert.jsp
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- Néu file public key ban truyén vao ding hé théng thong béo thanh cong. Hién thi
thdng tin certificate va yéu cau ban download certificate. .

- Neéu file certificate ban truyén vao khong ding hé thong yéu cau ban upload lai

public key.

Tao certificate ~ Verity certificate
Opening ThuayLi.cer
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5. Verify Certificate:
- Ban phai dang nhap vao hé thong trude khi thuc hién chic ning nay.
- Dang nhap vao dia chi:
http://localhost:8080/WebCA 12 10 _2010/Redirect?page=form_verify cert.jsp

- Nhap thong tin day dii vao form:
o Form dit liéu trude khi ky: Chi dudng dan dén file dit lidu gbc ban can ky.
o Form chit ky: chi dudong dan dén file da duoc ky.
o Form certificate: chi dudng dan dén file certificate cua ban.
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- Click vio submit dé upload 3 file nay 1én. Hé thong s& kiém tra, verify certificate.
o Céc thong tin ndy bi sai 1éch hé thong thong bao xac thyc khong thanh
cong. Nguoc lai thanh cong browser s€ xuat hién man hinh sau:
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Cam on ban déa str dung dich vu cua chuing toi !



http://localhost:8080/WebCA_12_10_2010/Redirect?page=form_verify_cert.jsp
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6. Download certificate:
- Ban phai dang nhap trudc khi thuc hién churc nang nay.
- Déng nhép vao dia chi:
http://localhost:8080/WebCA 12 10 2010/Redirect?page=form_download_cert.jsp.

- Tai khoan dang nhap vao da tung tao certificate nao s€ dugc download chinh
nhitng certificate do vé.
o VD: ¢ day ngoisaothienbinh da tao dugc hai certificate.
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- Click vao download dé download certificate vé.

7. Update certificate:
- Khi certificate ctia ban bi hét han, ban c6 thé update lai certificate.
- Phai dang nhap trude khi thuc hién chirc nang nay.


http://localhost:8080/WebCA_12_10_2010/Redirect?page=form_download_cert.jsp
QTM
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- Dang nhap theo dia chi sau:
http://localhost:8080/WebCA_12_10_2010/Redirect?page=form_update_certificate.jsp

- Form file certificate: Ban chi duong din dén file certificate can update. Click vao
update certificate .

Trang chi  Tao certificate  Verify certificate  Download  Dang ky

‘Trang chu
;Ugdate certificate

1Down|oad tool

Lay y kién nhan dan
DU THAO VAN BAN
QUY PHAM PHAP LUAT
& e
B ett Fpanbers b g,
izt

uylu1289668618€ : j R et e ek £ Y (5

HR Certificates Online

v iy a8 pd ()

CERTIVICATE OF REGISTRATION

TINICEN AVROSPACE APTEIMAIKNY S0LUTIONS
AIEN. OARLAND
5

Bussiness Templates

o , , S
- Trinh duyét s€ yéu cau ban nhap dia chi email. B¢ khi h¢ thong update thanh cong
hé thong s€ gui certificate qua dia chi email.

8. Admin update certificate:
- Pang nhédp v6i quyén 1a nhan vién cta hé thong dé thuc hién chiic ning nay.
- Dbang nhap theo dia chi:
http://localhost:8080/WebCA 12 10_2010/Redirect?page=from_adminUpdateCert.jsp
- Xuét hién man hinh sau:
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- Nhan vién chi can nhan vao update h¢ thong sé tu dong update va guri certificate
vira mdi dugce tao cho nhan vién d6 qua dia chi email.


http://localhost:8080/WebCA_12_10_2010/Redirect?page=form_update_certificate.jsp
http://localhost:8080/WebCA_12_10_2010/Redirect?page=from_adminUpdateCert.jsp

